Panduan Keamanan Email
@ugm.ac.1d & @mail.ugm.ac.1d

Menindaklanjuti isi Broadcast Email dan
Antisipasi beredarnya database password email
sebanyak 1.4 Milyar lebih di internet



Langkah Pertama

1. Masukkan Email anda di link berikut : https://verify.4ig.com/ ( Panah Kuning)
2. Kemudian tekan tombol gambar Mata untuk verifikasi ( Panah Hijau )

FREE Password Exposure Check

Want to see if your passwords are exposed in the
1.4 billion clear text credentials database we recently discovered?

Enter your email address you want us to check.
Once validated, we will send you a truncated list of exposed passwords.

emailsaya@ugm.ac.id G)

3. Setelah diisi, maka akan muncul respon seperti dibawah ini

Thank you. Please check the email you provided to see your results.
Your help verifying the authenticity of the data is much appreciated.

Please note: Due to the high number of requests, responses may take many hours.



https://verify.4iq.com/

Langkah Kedua

1. Tunggu beberapa saat, email anda akan menerima hasil konfimasi
2. Kemudian silahkan Tekan Reply ( Panah Merah)

verification@4ig.com 9:17 AM {1 hour ago) -
to me |«

Dear user,

Please "Reply” then "Send" if you would like us to check whether your passwords ha
Billion clear text credentials trove. There is no need to write anything in the resp
request.

n exposed in the 1.4
eplying will verify your

By doing so, we know you have actually requested the informati we will send back either:

1. exposed, obfuscated passwords found in the trove.
2. confirmation that your credentials are not exposed in the trove.

Regards,
The 4iC Team

3. Kemudian Muncul gambar seperti dibawah, dan Tekan Send ( Panah Biru ). Email
dikosongkan saja

m + + verification@4ig.com
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Langkah Ketiga

1. Respon selanjutnya akan anda terima di email, dengan pesan sbb :

verification@4ig.com 9:20 AM (1 hour ago) -
tome |~

Dear user,

We found a password match in the 1.4 Billion Credentials dump associated with your provided email:

Password1: PR =

To protect yourself, please CHANGE IMMEDIATELY the password for any account which is still using any of these passwords.
We strongly recommend that you create strong passwords and don't reuse them across different accounts. Also consider using a
password manager.

Please note, we cannot provide the source of where your exposed passwords are used.

Regards,
The 4iQ Team

2. Jika password lama yang tertulis cocok dengan password yang sekarang,
Silahkan anda ganti password anda di link berikut :

https://ugmail.ugm.ac.id/changepwd

3. Muncul form berikut dan masukkan username dan password anda yang
digunakan untuk akses email

ACADEMIC PORTAL IT CENTER LIBRARY RESEARCH SUPPORT

Single Sign On

Enter your UGM ID and Password

UGM 1D (without @*.ugm.ac.id):

Password:

7| Warn me before logging me into other sites

7] Remember Me

Forgot password?

For security reasons, please Log Out and Exit your web browser
when you are done accessing services that require
authentication!

Create an account

DSDI Universitas Gadjah Mada
© 2016


https://ugmail.ugm.ac.id/changepwd

4. Setelah form Username dan Password diisi dengan benar, selanjutnya akan
muncul form untuk mengganti password

ABOUT UGM ACADEMIC PORTAL IT CENTER LIBRARY RESEARCH WEBMAIL

Change your Password

Password Lama

rd must have at least 8 characters and contain uppercase,
se and digit.

low

Current password:

password baru

New password:

tulis ulang password baru

Re-type new password

New password must have at least 8 characters and contain uppercase,
lowercase and digit. Eg: Password45

Change password Kata Sandi baru terdiri dari minimal 8 karakter dan terdapat huruf kecil, huruf
besar, dan angka. Contoh: K4t4s4nd1

DSSDI Universitas Gadjah Mada
O 2017

5. Selanjutnya tekan tombol Hijau ( Change Password )
6. Password yang baru dapat digunakan untuk login berikutnya
7. Selesai



